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Abstract

We present u pructical three-rmove interactive identibication arheme
sl on the H[]jl_:.L]._- curve diserets l:_;.g_.:_u'i_l,]‘lﬂ‘. '|'!-TI'ZI|IﬁIiZJJ|.. Char identif-
catian scheme is almost as eficient as the elliptic curve version ol
Sehpnorr identification scheme. The scheme inheric almost all of the
weriks of the Schuorr identificasion scheme and the elliptic caree ser-
ginn of Schnorr idenrification schome,

AME clossifoation: MAGD,
Hoewmprds:  idenlilication scheme, clliptic curee, Lhree move inleractive
protocol.

1 Introduction

Public key based idenlilication schemes are very useful ancd fundamental tools
in many applications such as electrome fund transfer and online systemns f
previmling data scoess by Invalid osers. Identificution schemes are Lypical
applications of wero-knowledge interactive prools |5, and siveral practical
zero-knowledge identiticalion schemes have been progosed 1], [2]. B3], [12].

Many researchers have examined elliptic corve ooy progystenms, which were
firstly proposed by Miller [97 and Koblitz [6. The elliptic curve cryplosys-
terns which are based on the elliptic eurve logarithm over a flinite field huawve
some acdvantages Lhan other systems: the key size can be rnch smaller than
she ather schemes since only exponential-time attacks have been known =o
far if the enrve is carefully chosen [71, and the elliptic curve diserele Jog
arithms might be still intractable even il factoring and the multiplicative
zronp diserele logarithm are broken.

This contribution presents three-move identification scheme that o= as
officient as the elliptic eurve Schnorr identification scherne. The scheme in-
nerit almeat all of Lhe merits of e Schnorr identification scheme (137 sl
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the elliplic curve version of Schnorr identification scheme lrom all practical
viewpolnts such as commmunication overhead, inleraction munber, requiresd
mernory #ze and provessing specd.

2 Description of Identification Scheme

This section describes the proposcd idencification scheme, which s speciliod
by the key peneration and the three-move intersctive protocol between A
{prover) and B (verifier)

2.1 Key Generalion

Firstlv, we choose elliptic curve domain parameters:

s 2 field size g, where g i5 # prime: power (in practice, either ¢ = p, an
odd prime, or g = 2™).

e twn field elementz o, b © F;, which define the equation of the elliptic

curve £ oover b, (1., ¥ = 7 +ar 4+ b in the case p = 3], where

dad + 276 £ 0.

e two field elements @, and g in £y, which define & finite point # -
|:r¢'l..,-rj;,,] ol prime arder In E{F, ) (F # 0, where £ denoles Lhe poiot ad
bty ).

e the order w ol the point P,

The operation of the key generation s as follows:

s Select o scourity parameter £, which s a positive lnteger (e.g., t = 20]
o Sclect Py, B of arder neoin the group .t'i}'_,.‘.':'

s Sclect random integers o oz from the interval [1a o 1], The pair
() da) is the secret key

o Clompute €}y amd &g, points on E, such thad

th=—d- A, iy -

e Cloonpute the point ¥ osuch that

K= r.:'ll =+ {‘_:Il:
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2.2  Interactive Protocol Between (1 and B

The three move interactive protocol between A (prover) and B (verifier] i
as follows:

¢ A selecl random mumbers v,y € [1on — 1, and comnputes the points

ft.. A=, such that

Mh=r -.I”|: Hg_T'g'Pg

A computes X, point an £, =nch Lhai

Kt B

and send X to 5.

B sends & rancom number ¢ £ Ze to A

o A sendds to H Lhe pair (g, yo) such thatr

o =r1+edi, oy =11t v

B computes the points &, 5 and [

8 = eI |”|. ."él'g Ba - ."-"';._l. if=e-V

B computes the point W oon B

W - -ii'l_ | -“j FIF = :Tg. .irll"::l
and cherks that
I =1y

whre 2, is the rcoordinate of X and xy is the #-coordinate of W

[T 11 holds, B accepts, otherwise rejocts.

3 Sccurity Consideration

I arder to avoic the Pollard-tha [11] and Pohling-Hellman [10] algorithms for
the elliptic curve diserete logarithm problem, it is necessary that the number
af J":_I—:':-Il.il..lll'r'l.} r_,.;:,ju[g ot ,I'l_.':_ denoted '.':':'.'E:-F.;.:l. e elivisilale |J} il :':l].'[':l".i.flﬂ']:l.f].:‘-"
large prime v, To avoid the redoction algorichms of Meneees, Ckamoto and
Vanstone |8 and Frev and Buclk [4, the eurve should be nonsupersingular
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Hie, poshould not divide [g=1—#EF[F,111. To avoid the attack of Semaey [14
Smart (15] on F-anomalous curves, Lhe corve should not be Fl-anomalous
(e, #E(F;) #q)

A prudent way to puand against these attacks, and similar attacks against
special classes of curves Lhat may be discovered in the future, = bo selecl Che
elliptic curve & al random subject to the condition that 4 F8C is divisible
b w large prime - the probability that a random curve siccumbs to these
special purpose attacks is negligible. A curve can be sclected verihably at
randomm by choosing the coellicients of the defining elliptic curve equation
as the outputs of a one-way Tunction such as SHA-1 according G sone jre-
apecified procecdures.

Our identificalion scheme is secure 1f and only if the elliplic curve discrete
lsenrithe is Intractable,
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