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A METHOD FOR INCREASING THE SPEED OF CERTAIN CSPRIOG
FOR ONFE-TIME-PAD CIPHERS

Neana BALAES

Abstract, Coe-time-pacd ciphers are wery amportent beceuse they are crvptosoeoh-
icaly secure, and are easy to implement, but che drawhack is chac che kay shoulsd be as
Teangr s i plaintesd.

Such kewvs are hard acquared sod peeadorandarm bt generators weoe wsed, bt they slow
doem the encryption algorithm, in this article a method for incressing the encripsion
apern] 15 ahorsess].
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1. Imtroduction

The Vernom cipher or the ooe-time-pead 3 probably the mest fameus stresm cipher.
It is defined over & binery alphabet as

=Mk for 2 =123,

whiere =y, meging, Lare the plaintext digits;

ik, ke, are the key digits {Kevetream);

g the XOR functions (bitwise addition moduls 20

£1. 2y s e e the cipher texe digits obtained by XORSng the pladntext'digits and the
kew aligils.

The decryption is defined by

Ty =i .I'I.'--'.I for » = 1.'.]‘.3|...

Thie ciphear is very famoua becauae a one-titne-pad cipher 3 an uoeosditionaly secore
pmcrypison adgnmthem when the key s ramadom and it s wsed only once,. The main issue is
the: ke length, the ey most s s ooy biks as the plaintes:e,

This is very dificult in prectice so methods heve been devised to construel peendo-
random saguences in a detarminiacie manner Tram g glorles seguenen endliod seed.

A& brue rasulom ot generator regquires o oatarally securrng soarce of randomness [eg.
elapead time betwean emizsion of particles during radicaccive deray ar thermal nose from
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i sernienmductaor dicde or vesistor] so it i hard to Implemmont and the soueee of randomness
wre subiecs to iwfuence Ty exiermal factors and alse o malfunction:.
’ i ah
In practice we use peeudorandom bat geoerators (PRBG.

2. Pseudorandom bit generators

Definition. A PRB( i a deterministic adgoritho witich given a troly random Binary
sepuece ol Tenglh ko potputa a binery sequece of length { > & which sppeses to be random

The input to the PRBG is ealled e geed, while the cutput of the PRBC is colled 5
peewdorandom bic seouence.

The paencdorandon sequence: pppear to be generated e s teoly candem aneeee o
anyome ool koowing the metliod of génaration Often'the genération nlgonthm is noewn
to all bt the send is'sorret

Many algnrithm haa heen developed to generats perudorsndorm bit sequencis of wiriins
TypEs bt oot sll suitekle for -:_'r.'.-'[_:-l.m-_l,r. |.||'|'-ir“. [T I aned net sl nutilt seqieEnces are
random. It i hard to find good, fast peeudorsndem functions that ard cryplogrmphicaly
SEruLg,

A minium security reqiurment for's PRBG 5 that the ke shoald be sofficiently Trge
an the search over 2% elements ( the number of sll posible seeds) is complecely infonsthle,

Definiton. A PRBG s said to pass the nexc-bit test if there 5 no polynomial -times
wgorichm which , ononpot of the fan 1 Tals of an oukpot ssquence 8, can pradict che
(411" bit of & with probabilicy significnntly greater thap 172

Definition: A PRB(; that pazses the nexe-bit test [possibly under some plansible bat
unproves] matiematical assuption auch as the intracability of factoring integers] i called
w crvptographically secorm prewdarandam hil |.:I.-'!|:'|1’-.|.'°|.r-:'1|'3.EL’_’.HF‘H‘HG}.

There ere several generators that e boen proved fo be cryptographically seoure,
their security is based on the intractibilicsy of an underlying cheoretic number probicm
bt the drawbsaeds s hal they are elalively shos connpared o genaerators like liniar eon-
pruential penerstor wich is wery Rst bukos complelely-insseire foe ey plograshie use

An example of CEPRBG iz the BEA PRBC under the asswmption thet the ISA
[_:-|_'-:_'|'|_:-]|:|_r_| s ok tiadile,

Alsorithm

SIMMMARY @ a paeudorandom it sequence £y, 2z, 24,0 of length 1 s geperatesl
1. SetupGeoerate twd secret TESA- like primes pand g, snd compute

ne pgand ' = (p o 1Mg o 1}Select borondom intemer £, 1< < ¢ such thak
godie, @] = 1.

2. Belect a randoim integer &y (the seed] in the nterwl 1,0 — 1),

G For o Troan T e/ do the Tollowing:
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32 20+ the lesst significant bic of =,

A, The outpnt aeqguencs i3 2, 2, .3

The efficiency af the REA PRBEG s quile low becaose if £ = 3 then gr_:l:uﬂ'ur.i_'[g ch
premlarandem ot z, respuives one snedular moltiplication wnd one modular squering,

Tl Micali-Schorr PREC improves che efficencyof the BSA PRECG.

Algorithm

EUMMARY & peeudorandom randomm Til sequence is generatod,

l. HEL|||:- Arenerate tan seeret BSA- Hle [,:-1'_i_'|:|:|r_'.l,' P wned q. and mmput.e

n=pgamd & ={p = 1jg~ 1}, Let & & [lgw] 4 1{the bitlength of n)

Select & random integer £,1 < & < ¢ auch that gedie, o) = 1and 80 e < N,

Lat &= [N{l - 2/e) and r = ¥ — k.

2. Belect woramslom integer wg (the serad) of bitlengeh -

4, Cenerate o pseudorandom sequence of length & -7

3. 1gpe—x] pmodang

3.2 &y oe—the v most signifeant bats of yi;

aad gz ——che & least significant bits of .

4. The ol pal sepuence 15 2 ||:g||z_g [ ]| #r.where|| detotes concatenstion.

This algorithm is more efficient chen the RSA PRBG ainee & = [W{1 = 2/&)] hits e
generated per exponention.  For example if ¢ = 3 and A = 1024 then & Jd41 mre
generated per exponentialion.

Muoresrver, each exponentisaton requires only one modular squaring of an + = GRI—bit
numher, and cne moduler multiplicstion.

In this arcicle we adll proposs & way & make the Micali-3chorr PREBC maore efficient
by incrensing the pumber of outpot bits in esch iteration from & to N, 20 the speed of the
THR Al e u_Lg-;_':ri_r.l:lm BrIrAE,

For this a clock controlled like gensrator ould be che answere.

The madificated algorithm we'll Look Tike Tas:

Algorithm

SUMMARY :a psewderandom random bit sequence 15 generated.

. Setup Gencrate pao secret REA- like primes p and g |, and compute
n—pyand ¢ — [p - 1)(g — 1), Let & = [lgn]+ T (the bitlength of n)
Select a random integer«, 1< & < osich that godie, ) = 1 and B0 4 < A
Let = [AW{l - 2/e) and r = N —kep =0

2. Belect a random integer @y [the ssed) of bitlength

A, Gensrate a paendorandoan ssquence of lengeh & -

A0y — x| mod g

3.2 & e—the v most gignificant bits of y,
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33 oy —expand(xy from r to Mbits)

i O T Aoy, where & s hibwise and

5. B kg wesrnig el (B n )

adiry +——rthe leaat significant bit ot a; iy

4. The output seqienes i& el |2 | |2 where|| detotes concatenation.

The funetion in the surmmation grerierataor 1= b om the Tact chan Che integer adeitinm,
when viewsd over ¥, i3 & nonlinisr function with memory whose correlation immunity is
|||i1.!(i|||||||l

This surnmetion génersbor Was higleperiod, Tisar eomplesiby and correlation innnunity.

Implemented alone like PREG it is salnerwble to certain correlation st tacks and koown
planiext attack, it combined with'a OSPRIG it give’s incressed wficccy sinoe in-owery
iterwsion the oubpat Has N Ial Tengthe

This idees caae: from the LETH, I:I.ini:u Ferl ek Shilt HP.,l{iﬂLi’-.'l':l LE‘L-l'-!.'.lI'_'r' :L|:|E LEFHs are
wirlaly waed in keyatream renerators bevanse they wee well-suited, for Jkuadasre mpleen
tation, prodooe sequences having large pericds and sood statistical propertcies, buc they
are not suicehle for software roplemeniation, o The combinakion beeisen the strangth of
a {SPREBG and the speed of a modified LFAR sununation geoerator could beew o for
mcreiasang Hhee speed of OSPRBC

3. Conclusion
Finding o goad, eriptograplivealy secare, Tasl genarator i Dard inopractios bt also it
is & very temphing ides and ic-s stil the ares of much research,

The method deseribed above for increasing che apesd of CSPRBG it 45 not: restricted
fear Bleer Dlpizli- Seliorr H]tl,;\l:ll_'i-Ll‘lrll Bk i lean b apphied oo the Bluse Bham Shiols generator,

the Jenkins generstor and to other similur menerators
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